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Unifying Deployment,
Monitoring and Management.
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of a system’s desired state

ALL intended operations are
committed by pull request

ALL diffs between intended and
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convergence

ALL changes are observable,
verifiable, and auditable
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(i) #HE o] AlOps =T

St

CLI?|gt RHYE]A 20| E(Kubectl) A0 AlOps =7 & &£27!
Zig|o]L HAER|0|M support

Al £21¢ g8 L

Kubectl ai YAML Manifest Xt-& 44

Kubectl gpt HUE s HA
K8sGPT Cluster ZIEt 2 2F X538t £

https://youtu.be/w6ZC3kZjtMg?t=341

8080 LEE ArE20l= order A{H|A9]
=X|= 39 E ‘ddol= UiE 2HS THS0{FH. 0[0]
X|= apexacme/order:v10|Of~

4 Attempting to apply the following manifest:

apiVersion: apps/vl
kind: Deployment
metadata:

name: order-deployment
spec:

replicas: 3

selector:

matchLabels:

app: order

template:
metadata:

labels:
app: order

spec:

containers:

- name: order-container
image: apexacme/order:vl
ports:

- containerPort: 8080
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ZE 0| AlOps =7

o CLI7|¥F IHYE|A 220|AE(Kubectl) &AM AlOps £ & -85t 20| 2HAEZ]|0]M support

Al =219l = I

Kubectl ai YAML Manifest Xt A A

Order AH|AQ| CPU 7|8t ™+ 30% O| 4t

Kubectl gpt

HeMe W 10747HK| AHs SEE| e 2
K8sGPT —

. Bl 2= order O|= = order-deployment Of"

kubectl autoscale deployment order-deployment --cpu-percent=30 --min=1 --max=10
[y/N]: y I
https://youtu.be/w6ZC3kZitMg?t=835 horizontalpodautoscaler.autoscaling/order-deployment autoscaled
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o CLI7|gF IHYIE|A 22t0]HE(Kubectl) &AOA AlOps E1E 8Tt AHE|0|L] LHAEY|0|H support

Al S22 g k&
Kubectl ai YAML Manifest Xt-& 44
K8sGPT --explain --language ‘Korean’
Kubectl gpt HUE s HA
K8sGPT Cluster TIEH 3 2 X532t =5

default/delivery-deployment-bd8fdcf7c-qfwSd(

- Error: Back-off pulling image “apexacme/delivery:vll

https://youtu.be/w6ZC3kZjtMg?t=1214
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(i) MH|A DA|o| &8

Data Plane
Service A Service B Service C
- @ Proxy e Proxy D Proxy
Ingress envoy envoy envoy
traffic = - i} - od
-~ -~ I Py -~
~ . , Discovery -
™ - Configuration -7
SO I certificates _ ~
-~ I -
S~ - | - -
Control Plane A Va“”
\ Istiod

_

< Istio architecture >

Z=X : https://azderica.github.io/00-architecture-istio/

 Data Plane
o MH|A Hofl AIO|E3H(Envoy)E 0], MH|AZ 0|21 LI}
E|YZ EnvoyS Sofl X

o RU/aZE EYH EX : Ingress/Egress Controller

>

Egress
traffic

* Control Plane
o Pilot : Envoy]| Tt 27 2] 2 MH|A OAFHHE] J|5 HS
o Mixer : A HEE U C}USE DL E{ X|ELT
o Citadel : HOr&# 7|§ o DEZ AI2X} QI=/ 017 QU TLS
EAIS 95t O1= M U2

o= - O

o Galley : Istio Configuration2] S84 HA}
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AMH| A WA Q] EE

ol
o

2t MH|A(G|0]E| Z8]21)9] Sidecars=

Control plane

A

Pub/sub

ZIYUH HIO|EL0] Sidecar?t FH| EHQI(AN

R

I'-’.'-

AERO| SidecarE
Metric dEE 2

BYATHUBRegRes) |

< Istio enabled architecture >

HOo|Eg o]

(Ingress, Spring Cloud) Service Router =

. mese=

' Service Router Service Router Service Router i
' AT AL 2a/xF Hal g7 ¢
| | | ]
T e M e
Pub/sub Pub/sub Pub/sub
Event store
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G) exHUa|E|et 22| A 0| M

* Distributed Tracing and Measure
- MHAZIZZE UWE J|E

« Istio AX| A|, Kiali, Jaeger, Loki, Grafana ?} Built-in E|/0{ Zt2} Monitoring, Tracing & 232|304 X|H

< Topology View > < Realtime Monitoring >
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G) exHUa|E|et 22| A 0| M

1 o
° °
48 service: hello_world .
o ¢ TN Tracing between Inner Architectures
08:44:20 pm 08:44:30 pm 08:44:40 pm 08:44:50 pry ,l
N —
/ Jaeger Ul Searc Dependencies About Jaeger v
20 Traces Sort: Most Recent Deep Dependency Graph
traefik: Entrypoint http
Compare traces by selecting result items v 3 View Options v
localhost:19000
service: counter 7e4b4sc 201 Trace Start: May 14, 2018 7:59 PM = Duration: 18.54ms Services: 3  Depth: 8 Total Spans: 8
1 Span service (1) Today 8:44:52 pm oms 4.63ms 9.27Tms 13.9ms 18.54ms

aminute ago

service: counter 4847865 .‘ n’ 0.36ms

1 Span service (1) ‘.‘:\'4/’

Today 8:44:52 pm

° Service & Operation oms 4.63ms 9.27ms 13.9ms 18.54ms
* e
V| traefik Entrypoint http localnos. .. S S
o -~
— = ~ | traefik  forward microservic....

vl microservicel apior...

Zipkin, or Jaeger Stack

]
v| microservicel ... ]
VI traefik Entrypo... ]
v| traefik for... ]
~  micros...

mic...



SAHEC|E|F 22 A|0] 44

Mol 27 47| AEHOI ELK(Elasticsearch, Logstash, Kibana), EF(Fluent-bit)K 2 SA}

143
oot S AE 010 W #e2| H|8 583} AHHMM §F
23712 Promtail2t Grafanag &%t 21 AIZ3E H|35H= M2 5Y 22 A28 (PLG)

-

rc
ro

°
L
¥

u

1

Node #1
' Grafana ® Explore L Metrics  Logs

Promtail Log labels v p="ingress-nginx-stage",namespace="rc"} U

i\

\ | . LogclLi + Addquery & Query history
Node #2 /

\ Q AlertManager

Promtail

15:13:00 15:13:30 15:14:00 15:14:30 15:15:00 15:15:30 15:16:00 15:16:30 15:17:00 15:17:30

info unknown error — warning

< P LG a rc h ite Ct u re > Time ‘ Unique labels ( Wrap lines ‘ Dedup  none Elm numbers  signature

> 2020-05-20 217¢ stdout 10.245.22.136 - - [20/May/2020:13:17:44 +0000] 10.245.13.158:9145 [] "-/-" “GET /metrics HTTP/1.1" 200 5610 "-" "Prometheus/2.
nginx-ingress-controller-7f548bc.. 15.2" 247 0.000 [] - - - - 276f59f6dc0@6412d7ff9Id3e57d389e87

> 2020-05-20 :17: stderr 2020/05/20 13:17:44 [notice] 15146#15146: %12258859 [lua] init_worker_by_lua:73: ApiGateway summary successfully parsed and sa
nginx-ingress-controller-7f548bc.. ved to global, context: ngx.timer

> 2020-05-20 i 7 0 stderr 2020/05/20 13:17:44 [notice] 15148#15148: %12258858 [lua] init_worker_by_lua:73: ApiGateway summary successfully parsed and sa
nginx-ingress-controller-7f548bc.. ved to global, context: ngx.timer

> 2020-05-20 15:17: stderr 2020/05/20 13:17:44 [notice] 15149#15149: %12258855 [lual init_worker_by_lua:73: ApiGateway summary successfully parsed and sa
nginx-ingress-controller-7f548bc.. ved to global, context: ngx.timer

> 2020-05-20 15:17: stderr 2020/05/20 13:17:44 [notice] 15146#15146: %12258859 [lual init_worker_by_lua:55: Loaded summary.json, context: ngx.timer
nginx-ingress-controller-7f548bc..

> 2020-05-20 15:17: stderr 2020/05/20 13:17:44 [notice] 15148#15148: %12258858 [lual init_worker_by_lua:55: Loaded summary.json, context: ngx.timer




(i) Cloud Native SRE &8

« SRE?
Site Reliability Engineering, A{H|£ 230 ot 2ZEQ0] XY H T4

+ MH|A 27 X|B(SLI) L MH|A £F ZH(SLO)E ALGH AHIA £F H(SLA), 5 0| AZMH|A0 @& M2 Hojs:
oM MZS IS0 HAHOl £A| OEE 2K

HEX] A M S| Jbs, SHXISHSLA £F0] 2 0]X|& A9 SIAM} S U] 4
1

o MH|AJ} SLA AF 2 FAFTH JjutEI

B S 23} > AJO|E Mz a0l

O I'.‘?.

Team meeting the SLA Team does not meeting the SLA

@ Gew Features Backlog () o Gew Features Backlog O
Dev Team New
Releases

New
Releases

s@E) o zsEHo

SRE Team
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(i) SRE &H 7|&

o KN Jr2/40f TS WS HO| (Service-Level Indicator, SLI)
« SHIY Jt2H S H M9 (Service-Level Objective, SLO)
o MY, Zhof HSHH0) TSt A& (Service Level Agreement, SLA)
SLIs | Metrics that you use to SLOs | Targets you set for the SLAs | Promises you make about
define the SLO targets overall health of your services your service's health
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(i) SRE 5H 7|1&

* SLI (Service-Level Indicator) : MH|A &£ZF Z2HE ot HH X|E
o Of|A] : SEA|ZH(Request Latency), Of E1%(Error Rate), X 2]Z(Throughput), 7t (Availability), etc
o E'—JH%‘ M2ES Soff 8 F, +UHAE doll 01F X| &3}t A2t

* SLO (Service-Level Objective) : X|E0]| CH3t S & 2}
o SLO = SLI + 2 E Z}(Goal)
o Of|A] : "D, 99% of REST APIZZ9| 2% A|2t2 100ms 0|510{0f 3HCt” O A "O§3,99% REST APl 35 SHA|ZH"
Of SLI7t £l 3EAI2F 100ms?t SE gH0| E|0of 919 M| 2%0| SLO?} =
o TheolHA At gHS AFESHA| T ogAE M2 +9 SLOT He

= H- O
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@ Error Budget ?

71880 WA o &= ZoH A2t
* Error budget = [100% - availability target]
o 0§ S0, Tr=0fl SLOZt 99.999%5 S EX|Z AFPULHH, TH=2t SLO= 0.001%2 &2 EtYS 51807 &,
0] 0.001%7?} Error budgetO| EC}.

* Error budget &
o Error budget 2 A&& t2 EfYO|L, TOli SO 2Tt AI=EX] B2 T2 Et0 = A&
o 2F2F Error budgetO] SiCtH MZR IS0 tiSh YOIO|ES SXlotl, A|A8 184S =0|&= AS2UL) Z2M2
WM 59 s +H

— Google -

¥ MSsA School



@SRE Monitoring

B8 sLo: KubernetesAPl» ™+ B B &

O~

Zoom Out ¥

(&}

GET - 200
PUT - 200

= DELETE - 200
LIST - 200

== CONNECT - 200

- GET-404
POST - 201
WATCH - 200
PATIH - 20N

-

default = 90+ 30d ~ 0.001 =
Availability over 30d Budget remaining from 30d SLO: Availaibility over 10m API non-200s/total ratio (except CONNECT|WATCH | PROXY)
13 0.30
12 0.20
0.10 .
0 0 = et
4 9/7 0/10 913 9716
o h 0.9 5 u R A6
99.9% 6.48 hour o5
0.7 GET - 404
9/8 9/16 24 o GET-404-<.>
I = 1 L - LIST-400-<.>
= kubernetes_apislo 100 1.00 1 DELETE - 404 - <..>
API requests ratios
20
1.0
0 = i i
] .
L TE] 9/5 977 9/9 9 913 9/15 7 9/2 9/23 0/25 0/27 29 101
AP1 90-th latency[ms] by verb (except CONNECT |WATCH|PROXY)
) §
6K
I Ih A l ll p
2 L | = T 1 i | l. II A " | Nt | i
v oadal 4 e 1 (" m ) X ] - v | H W P A \, | :
‘.u"r 1Il"u ! s . '&r‘r ol . by '1 rl 0 OLa | i
JE o5 a7 o/9 o/ E! g 9117 /19 9/21 0/23 /25 0/27 9/20 10/

ECOLLECTION -
ETECOLLECTION - <..>
FTRCOLIFCTION - <>

8.00 K
B.00DK
397K
336 K
L75K
1.40 K
1.20 K
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0.79
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).08
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Al Coding / Legacy Modernization
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§3  shorts

o *s

YouTube Music
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uEngine
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